€» ACROSS

: . wiitis, CULTURES
Across Cultures Ltd Privacy Notice e

1. INTRODUCTION
Our commitment and applicable law

1.1 Across Cultures Ltd ("we”, “us” or “our”) is committed to protecting the privacy
of our website visitors, customers and service users. This Privacy Notice explains
how we collect, use, disclose, retain and protect personal data.

1.2 Across Cultures Ltd is established in the United Kingdom. Our processing of
personal data is governed principally by the UK General Data Protection Regulation
(UK GDPR), the Data Protection Act 2018 and, where relevant to cookies and
electronic communications, the Privacy and Electronic Communications Regulations
2003. These laws have been amended by the Data (Use and Access) Act 2025.

1.3 Where our processing falls within the scope of the EU General Data Protection
Regulation, the New Zealand Privacy Act 2020 or another applicable privacy or
data-protection law, we also comply with the relevant requirements.

Scope of this Privacy Notice

1.4 This Privacy Notice applies to our websites and services, including Learning
Village (Village and Islands), Community Village, AssessEP, Al-assisted assessment
and feedback, training, consultancy, professional learning, webinars, newsletters
and customer support.

When we act as a Data Processor

1.5 Where a school, college, local authority or other institution provides learner
information through our services, that institution will normally act as the Data
Controller and Across Cultures Ltd will act as the Data Processor. We process that
information on the institution’s documented instructions and in accordance with a
Data Processing Agreement.

When we act as a Data Controller

1.6 Across Cultures Ltd acts as a Data Controller where we determine how and why
personal data is processed. This includes processing personal data relating to
website visitors, enquiries, professional contacts, customers and people who
register for our newsletters, webinars, training or other services. We also act as a
Data Controller when providing services directly to parents, guardians or adult
learners.

Children’s personal data
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1.7 Our services are used in educational settings and involve the processing of
personal data relating to children. Children do not purchase subscriptions or create
customer accounts independently. Learner access is created and managed by an
authorised institution, parent, guardian or responsible adult.

1.8 We use learner data only to provide and secure our services, support learning,
conduct authorised assessments, monitor educational progress and provide
feedback and reports. We do not sell learner data or use it for marketing, targeted
advertising or unrelated commercial profiling.

Cookies

1.9 We use strictly necessary cookies to operate and secure our websites. Where
consent is required, we obtain it before placing analytics or other non-essential
cookies. You can change your cookie preferences at any time using the Cookie
Settings tool on our websites. Further information is provided in Section 9 and our
Cookie Notice.

2. HOW WE USE PERSONAL DATA
General information

2.1 This section explains the categories of personal data we process, where the
data comes from, why we process it and the lawful bases on which we rely when
Across Cultures Ltd acts as the Data Controller. The lawful bases referred to are
those provided under the UK GDPR. Where another privacy or data-protection law
applies, we process personal data in accordance with the relevant requirements of
that law.

Information provided by institutions

2.2 Where a school, college, local authority or other institution provides learner
data through our services, the institution acts as the Data Controller and
determines the purpose and lawful basis for processing. Across Cultures Ltd acts as
the Data Processor and processes the data only:

on the institution’s documented instructions;

to provide and secure the contracted services;

in accordance with our Data Processing Agreement; and
as otherwise required by law.

2.3 The institution is responsible for providing appropriate privacy information to
learners and families and for identifying any applicable Article 6 lawful basis and
Article 9 special-category condition.

Direct subscriptions
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2.4 Where a parent, guardian or adult learner purchases a service directly, Across
Cultures Ltd acts as the Data Controller. We process the purchaser’s account,
contact, payment and subscription information where necessary to enter into and
perform the subscription contract under Article 6(1)(b) UK GDPR.

2.5 Where a subscription is purchased for a child, we process the child’s learner,
learning and assessment data under Article 6(1)(f), based on our legitimate
interests in providing and administering the educational service requested by the
parent or guardian. In doing so, we consider the child’s rights, interests, reasonable
expectations and need for particular protection. Where an adult learner purchases
and uses a service directly, we process the information necessary to provide that
service under Article 6(1)(b).

Account and profile data

2.6 We may process account and profile data supplied by the individual, their
employer or institution, or a parent or guardian, including:

name, postal address, email address and telephone number;
role, school or organisation;

username, login information and account permissions;
communication preferences; and

information entered into a customer or user profile.

2.7 We use this information to create and administer accounts, provide access to
our services, manage permissions, maintain security, communicate with users and
provide support. Where the individual purchases or subscribes directly, the lawful
basis is performance of our contractual obligations. In other circumstances where
we act as the Data Controller, the lawful basis is our legitimate interests in
administering our services, accounts and customer relationships.

Learner and learning data

2.8 We may process learner data supplied by an institution, teacher, parent,
guardian or adult learner, or generated through use of the service, including:

name, initials or another learner identifier;
age, class or year group;

school or institution;

home language and language background;
literacy and learning starting points;
selected learning pathways;

activities assigned and completed;
responses, scores and results;

time and frequency of learning;

progress records; and

reports available to authorised users.
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2.9 We use learner and learning data to provide learning activities, select or
recommend appropriate pathways, enable learners to continue their work, monitor
progress, produce reports and support teaching and learning. For institutional
learners, we process this data on the institution’s documented instructions. For
direct adult subscribers, the lawful basis is performance of our contractual
obligations. For children using a direct family subscription, the lawful basis is our
legitimate interests as explained in clause 2.5.

Assessment data
2.10 When AssessEP or another assessment function is used, we may process:

assessment responses;

reading and listening results;

writing and home-language writing samples;

speaking assessment results or observations entered by authorised staff;
teacher assessments;

scores, percentages and proficiency ranges;

framework alignments; and

associated reports and suggested next steps.

2.11 We use assessment data to identify English proficiency and literacy starting
points, strengths, areas for development, appropriate support and progress over
time. For institutional learners, we process it on the institution’s documented
instructions. For direct adult subscribers, the lawful basis is performance of our
contractual obligations. For children using a direct family subscription, the lawful
basis is our legitimate interests as explained in clause 2.5.

Al-assisted assessment, feedback and content

2.12 Where an authorised user chooses to use an Al-assisted feature, we may
process prompts and instructions entered by the user, English or home-language
writing, assessment responses, relevant learning information, and Al-generated
feedback or educational content.

2.13 We use this information to provide functions such as writing feedback,
proficiency information, identified strengths, suggested next steps and adaptable
educational resources. Some learning and assessment functions analyse learner
responses or activity to identify proficiency ranges, monitor progress or suggest
appropriate learning pathways. This constitutes profiling for educational purposes.

2.14 Al-generated information and suggested pathways are intended to support,
not replace, professional judgement. We do not use these features to make
decisions based solely on automated processing that produce legal or similarly
significant effects for learners. Learner information is not used for marketing or
targeted advertising.
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2.15 We require providers supporting Al-assisted features to process personal data
only for the authorised service, under appropriate contractual, confidentiality and
security obligations. Further information about those providers, processing
locations, retention and applicable safeguards is provided in our Al information and
sub-processor documentation.

Technical and usage data

2.16 We may process technical and usage data collected automatically through our
websites and services, including IP address, approximate location derived from IP
where collected, browser and device information, operating system, referral source,
login activity, dates and times of access, session duration, pages and features used,
service interactions, error information, and security and audit logs.

2.17 We use this information to operate and secure our services, prevent
unauthorised access and misuse, diagnose technical problems, understand service
performance and make appropriate improvements. Where we act as Data
Controller, the lawful basis is our legitimate interests in operating, securing and
improving our websites and services. Where consent is required for analytics or
other non-essential cookies, we obtain it before placing or accessing those cookies.
Where usage information forms part of an institutional learner’s educational record,
we process it on the institution’s documented instructions.

Enquiries, demonstrations, trials, training and support

2.18 We may process name and contact details, job title and role, school or
organisation, the content of an enquiry or support request, demonstration, trial,
webinar or training registrations, attendance information, communications and
associated metadata, and messages entered into support or help functions.

2.19 We use this information to respond to enquiries, arrange demonstrations and
trials, deliver training or webinars, provide customer support and maintain
appropriate records. The lawful basis may be taking steps at the individual’s
request before entering into a contract, performance of a contract, or our legitimate
interests in responding to enquiries and administering our services.

Transaction and billing data

2.20 We may process purchaser and billing contact details, order and subscription
information, invoice information, payment status, transaction references and
records required for accounting and taxation. We use this information to process
purchases, provide services, issue invoices, administer subscriptions and maintain
financial records. The lawful bases are compliance with our contractual obligations,
compliance with legal obligations and our legitimate interests in administering our
business.
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2.21 Where payment information is entered directly into an authorised payment
provider’s secure system, Across Cultures Ltd does not receive or store complete
payment-card details.

Newsletters and marketing

2.22 We may process name and email address, role, school or organisation, country
or region, communication preferences and information about resources, events or
services in which an individual has expressed an interest.

2.23 We use this information to send newsletters, educational guidance, resources,
webinar information, service updates and other relevant professional
communications. The lawful basis is consent where consent is required, or our
legitimate interests in communicating with existing customers and relevant
professional contacts where permitted by data-protection and electronic-marketing
law. Every electronic marketing communication includes an unsubscribe option. We
do not use learner contact details or learner data for marketing.

Special-category data

2.24 Our services may allow an authorised user to record information about SEND,
disability, health or additional learning needs. Where this reveals information
concerning health, it is special-category personal data. Where an authorised user
provides this information, that user is responsible for identifying an appropriate
Article 6 lawful basis and Article 9 condition, and Across Cultures Ltd processes it
only on that user’s documented instructions. Customers should only share
special-category information with us where necessary for an authorised educational
purpose.

2.25 Where Across Cultures Ltd collects special-category information as the Data
Controller, we will identify and document an appropriate Article 6 lawful basis and
Article 9 condition before collecting or processing it.

Security, legal obligations and claims

2.26 We may process the personal data described in this section where necessary
to protect our websites, systems and users; prevent or investigate fraud, misuse or
security incidents; comply with a legal obligation; respond to lawful requests from
regulators or public authorities; establish, exercise or defend legal claims; or
protect an individual’s vital interests. The applicable lawful basis will depend on the
circumstances and may include legal obligation, legitimate interests or vital
interests.

Personal data about another person

2.27 If you provide personal data relating to another person, you must have the
necessary lawful authority, rights and permissions—including consent where
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consent is required—to provide that information and allow us to process it for the
relevant purpose.

3. WHO WE SHARE PERSONAL DATA WITH
General principles

3.1 We do not sell personal data. We do not share learner data for marketing,
targeted advertising or unrelated commercial profiling. We disclose personal data
only where necessary to provide and secure our services, administer our
organisation, comply with the law or protect our legal rights, and in all such cases
we limit the data shared to what is reasonably necessary.

Institutions and authorised users

3.2 Learner data may be made available to authorised staff within the school,
college, local authority or other institution responsible for the learner’s account. The
institution is responsible for determining which staff may access learner data and
for managing their access. For direct family subscriptions, learner information is
made available to the parent, guardian or responsible adult managing the
subscription.

Technology and service providers

3.3 We use carefully selected providers to help operate, secure and support our
websites and services. Depending on the service used, these may include:

e Amazon Web Services for cloud hosting, storage, backup, content delivery
and platform infrastructure;
e Google Workspace for business communications, administration and
customer support;
Brevo for newsletters and professional email communications;
QuickBooks and associated Intuit services for invoicing, accounting and
financial administration;
e Google Analytics for website analytics where the relevant cookie consent has
been obtained;
Stripe for secure payment processing and transaction administration;
approved Al service providers for authorised Al-assisted features;
web-development, technical-support and cybersecurity providers; and
webinar, video-conferencing, booking and training providers.

3.4 These providers receive only the information reasonably necessary to perform
the relevant service. Where a provider processes personal data on our behalf, it
must act under a written contract, follow documented instructions, maintain
confidentiality and implement appropriate security measures. Some providers may
act as independent Data Controllers for processing required for their own legal or
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regulatory purposes; their handling of personal data is also governed by their own
privacy notices.

3.5 Google Workspace is used for business communications, administration and
support and is not used as the system of record for learner progress or assessment
data. Users should avoid including unnecessary learner information in emails or
support requests. Where limited learner information is needed to investigate a
support issue, we restrict access and use it only to provide the requested support.

3.6 A current list of the principal providers and sub-processors used to deliver our
services is available at [insert Security, Privacy and Policies page URL].

Payments through Stripe

3.7 We use Stripe to process online payments. Payment and transaction information
is provided directly to Stripe. Depending on the services used and the nature of the
processing, Stripe may act as a Data Processor on our behalf and/or as an
independent Data Controller.

3.8 Stripe may process information including name, email address, billing address,
payment-method details, transaction details, IP address and device information,
together with information needed to authenticate payments and prevent, detect
and investigate fraud. Across Cultures Ltd does not receive or store complete
payment-card details. We receive limited payment and transaction information
where necessary to confirm payment, administer subscriptions, issue refunds,
respond to payment enquiries and maintain financial records.

Professional advisers, authorities and organisational change

3.9 We may disclose personal data to insurers, auditors, accountants, legal advisers
and other professional advisers where reasonably necessary to obtain advice,
maintain insurance, manage financial and regulatory obligations, establish or
defend legal claims, or manage complaints and disputes.

3.10 We may disclose personal data where necessary to comply with a legal
obligation, court order or lawful regulatory request; cooperate with a competent
authority; prevent or investigate fraud, misuse or security incidents; protect rights,
safety or vital interests; or establish, exercise or defend legal claims.

3.11 If Across Cultures Ltd is involved in a merger, restructuring, acquisition or
transfer of all or part of its business, personal data may be disclosed to relevant
advisers and prospective parties where reasonably necessary, subject to
appropriate confidentiality and data-protection safeguards.

Sub-processors
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3.12 Where Across Cultures Ltd acts as a Data Processor for an institution, the
appointment and management of sub-processors is governed by our Data
Processing Agreement. Sub-processors used for institutional learner data must
provide data-protection and security commitments consistent with our obligations
to the institution.

4. INTERNATIONAL TRANSFERS OF PERSONAL DATA

4.1 Across Cultures Ltd is established in the United Kingdom. Some service
providers may store, process or access personal data in the United Kingdom, the
European Economic Area or other countries. An international transfer may occur
when personal data is sent to, or made accessible to, a separate organisation
located outside the United Kingdom or, where the EU GDPR applies, outside the
European Economic Area.

4.2 Our core service data is hosted primarily using Amazon Web Services
infrastructure in the United Kingdom and Ireland. Providers including Google
Workspace, Stripe and approved Al service providers, or their authorised
sub-processors, may process or access limited personal data from other countries
in connection with providing their services.

4.3 Where personal data is transferred from the United Kingdom to a country
covered by UK adequacy regulations, we may rely on those regulations. This
includes transfers to the European Economic Area where the relevant regulations
apply. Where the EU GDPR applies to a transfer from the European Economic Area
to the United Kingdom, we may rely on the European Commission’s adequacy
decision for the United Kingdom.

4.4 Where an international transfer is not covered by adequacy, we use an
appropriate legal safeguard. Depending on the circumstances, this may include the
UK International Data Transfer Agreement, the UK International Data Transfer
Addendum to the European Commission’s Standard Contractual Clauses, the
European Commission’s Standard Contractual Clauses where the EU GDPR applies,
or another permitted mechanism. Where required, we complete a data-protection
test or transfer risk assessment and apply additional safeguards.

4.5 Where we act as a Data Processor, international transfers are also governed by
our Data Processing Agreement and the relevant Data Controller’s documented
instructions. You may contact us using the details in Section 11 to request further
information about relevant processing countries or safeguards.

5. RETAINING AND DELETING PERSONAL DATA

5.1 We retain personal data only for as long as reasonably necessary for the
purposes for which it was collected, including providing services, meeting legal and
regulatory obligations, resolving disputes and protecting legal rights. We maintain
and periodically review an internal data-retention schedule.
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Institutional learner data

5.2 Where we act as Data Processor, retention and deletion are governed by our
Data Processing Agreement and the institution’s documented instructions. Under
our standard schedule, learner account information, assessment responses, writing
samples, audio recordings, progress information and Al-assisted assessment or
feedback are retained while the learner account is active and for up to two years
after the learner is removed or the institutional account closes. The Data Controller
may instruct us to return or securely delete the data sooner. A longer period applies
only where lawfully instructed or required by law.

Direct learner subscriptions

5.3 For a direct family or adult subscription, relevant learner account, assessment
and progress data are normally retained for the subscription and for up to two
years after the account closes, allowing us to respond to enquiries, resolve account
or payment issues and, where requested, restore recent records. We may delete
information sooner where it is no longer required or following a valid erasure
request, unless we have a legal reason to retain it.

Customer and account-administration data

5.4 Contact, profile and account-administration information relating to customers
and institutional staff is retained while the customer relationship or account remains
active and for up to four years after it ends. Login access may be disabled or
removed earlier when a person is no longer authorised to use an institutional
account. Contractual or ordering records may be retained for longer where
necessary to protect legal rights.

Enquiries, demonstrations and trials

5.5 Information relating to an enquiry, demonstration, callback request or trial that
does not result in a customer relationship is normally retained for up to two years
after our last substantive contact. If the person separately subscribes to marketing
communications, clause 5.6 applies to information used for that purpose.

Marketing information

5.6 We retain contact and preference information used for newsletters and
marketing until the person unsubscribes, withdraws consent or objects, as
applicable. We may retain an email address and opt-out record on a suppression list
for as long as necessary to respect the request; suppression information is not used
to send marketing.

Transaction and financial records
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5.7 Payment, invoice and accounting records are normally retained for six years
from the end of the company financial year to which they relate, or longer where
required by law, taxation requirements, audit or an ongoing dispute. We do not
retain complete payment-card details for payments processed through Stripe.

Technical, usage and security records

5.8 Technical logs, usage information and security records are retained only for as
long as needed to operate and secure our services, investigate incidents, prevent
misuse and monitor performance. They are normally retained for no longer than 12
months unless a longer period is required for a security incident, legal claim or
regulatory obligation. Cookie retention is stated in our Cookie Notice or Cookie
Settings tool.

Support requests and business correspondence

5.9 Support requests and ordinary business correspondence are normally retained
for the customer relationship and for up to two years afterwards, unless the
information forms part of a contract, complaint, legal claim or another record
subject to a longer period.

Backups, legal holds and anonymisation

5.10 Deleted personal data may remain temporarily in encrypted or
access-controlled backups until overwritten through the normal backup cycle.
Backup information is not used for ordinary business purposes and is restored only
where necessary for security, continuity or disaster recovery. Relevant deletion
requests and retention controls are reapplied following restoration.

5.11 We may retain personal data beyond the standard periods where necessary to
meet a legal, regulatory, accounting or reporting obligation; establish, exercise or
defend a legal claim; respond to an investigation, complaint or dispute; or protect
vital interests. Access will be restricted where possible.

5.12 We may retain information that has been irreversibly anonymised so that it no
longer identifies, and cannot reasonably be used to identify, an individual. Such
information may be used for research, statistical analysis, service evaluation and
improvement.

5.13 We review retained information periodically and securely delete or anonymise
it when no longer required. Retention periods may be adjusted to reflect changes in
our services, legal obligations or documented instructions from a Data Controller.

6. HOW WE PROTECT PERSONAL DATA
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6.1 We use appropriate technical and organisational measures to protect personal
data against accidental or unlawful destruction, loss, alteration, unauthorised
disclosure or access.

6.2 These measures include, where appropriate:

secure cloud infrastructure;

encryption of data in transit;

password protection, authentication and role-based access controls;
access restricted to authorised personnel;

vulnerability monitoring, updates and security reviews;

staff training and confidentiality requirements;

supplier and sub-processor checks;

secure backup and recovery arrangements; and

documented incident-management and data-breach procedures.

6.3 Across Cultures Ltd maintains Cyber Essentials certification as part of its
information-security approach.

6.4 Where we process personal data for an institution, we will notify that institution
without undue delay if we become aware of a personal data breach affecting its
data and will provide reasonable assistance in meeting its legal obligations.

6.5 No online service can be guaranteed completely secure. Users are responsible
for protecting login details, using suitable passwords and notifying us promptly if
they suspect unauthorised access.

7. YOUR DATA-PROTECTION RIGHTS AND COMPLAINTS

7.1 Depending on the circumstances and applicable law, individuals may have the
right to be informed; access personal data; correct inaccurate or incomplete data;
request erasure; request restriction; object to processing; receive and transfer
certain data in a portable format; withdraw consent; receive safeguards relating to
automated decision-making and profiling; and make a data-protection complaint.
These rights are not absolute and may not apply to every type of processing.

Institutional learner data

7.2 Where personal data has been provided through an institution, that institution
will normally be the Data Controller. Requests should usually be made to the
institution first. If we receive such a request, we will notify or refer it to the
institution where appropriate and assist it in accordance with our Data Processing
Agreement. Where Across Cultures Ltd is the Data Controller, requests may be
made directly using Section 11.

Access, correction, erasure and restriction
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7.3 Individuals may ask us to confirm whether we process their personal data and,
where applicable, receive a copy and information about its use. They may ask us to
correct inaccurate data or complete incomplete information.

7.4 Individuals may ask us to erase personal data where, for example, it is no
longer needed, consent has been withdrawn and no other lawful basis applies, the
processing is unlawful or an objection succeeds. Erasure is not absolute: we may
retain information where necessary to comply with law, establish or defend legal
claims, or for another permitted purpose. Individuals may also ask us to restrict
processing in appropriate circumstances.

Objection, portability and consent

7.5 Where we rely on legitimate interests or a public task, an individual may object
on grounds relating to their circumstances. We will stop unless we can demonstrate
an overriding lawful reason or need the information for legal claims. Individuals
have an absolute right to object to direct marketing, including related profiling.

7.6 Data portability applies to data provided by the individual where processing is
based on consent or contract and carried out by automated means. Where
applicable, the individual may receive relevant data in a structured, commonly used
and machine-readable format or ask us to transmit it to another controller where
technically feasible.

7.7 Where we rely on your consent to process your data, you may withdraw that
consent at any time. Withdrawal does not affect processing carried out before
withdrawal and may affect our ability to provide any service to you that depends on
consent.

Automated processing and Al-assisted feedback

7.8 Our services may use automated processing to generate assessment results,
suggested proficiency indicators, progress information and Al-assisted feedback.
These outputs support educational assessment and professional judgement. They
are not used by Across Cultures Ltd by themselves to decide learner admission,
educational placement, funding, employment or another matter producing legal or
similarly significant effects. Schools, institutions and educators remain responsible
for reviewing and interpreting the outputs before using them to make decisions
about a learner.

7.9 If we undertake solely automated processing producing a legal or similarly
significant effect, we will comply with applicable requirements and provide
appropriate safeguards, which may include information about the processing,
human intervention, an opportunity to express a view and the ability to contest the
decision.

Making a request
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7.10 A request may be made verbally or in writing using the contact details
provided in Section 11. A person may act for another individual where appropriately
authorised. We may request information reasonably necessary to confirm identity,
authority and the data concerned, but will not request more identification than
necessary.

7.11 We normally respond without undue delay and within any applicable deadline.
For a particularly complex request or several requests, we may extend this deadline
in accordance with applicable law. Requests are normally free; where permitted by
law, we may charge a reasonable fee or refuse a manifestly unfounded or excessive
request.

Complaints

7.12 Individuals may complain to us using the contact details provided at Section
11. We will acknowledge a data-protection complaint within 30 days, investigate it
appropriately, keep the complainant informed where necessary and communicate
the outcome without undue delay. Where another institution is the Data Controller,
we may refer the complaint to it and assist with the response.

7.13 Individuals may also complain to the UK Information Commissioner’s Office
(ICO) at www.ico.org.uk or 0303 123 1113. Where another country’s law applies,
they may also have the right to complain to the relevant authority. In New Zealand,
information is available from the Office of the Privacy Commissioner at

WWW. privacy.org.nz.

8. SERVICE COMMUNICATIONS AND MARKETING

8.1 We may send operational or service-related communications where necessary
to administer an account, membership, trial, booking, order or contract; provide
training or support; communicate security information; or notify users about
important service changes. These communications are not direct marketing.

8.2 We send newsletters, promotional emails and other direct marketing only where
permitted by applicable law. Marketing emails identify Across Cultures Ltd and
provide a clear way to unsubscribe. When a person unsubscribes or objects, we
stop the communications covered by the request and may retain limited information
on a suppression list to respect it.

8.3 We do not send direct marketing to learner accounts or use learner information
for marketing.

9. COOKIES AND SIMILAR TECHNOLOGIES

9.1 Our websites and services use cookies and similar storage and access
technologies. A cookie is a small text file placed on a computer, tablet, telephone or
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other device. Similar technologies may include local storage, pixels, scripts, tags
and device identifiers.

9.2 Cookies may be session cookies, persistent cookies, first-party cookies set by
Across Cultures Ltd, or third-party cookies set by another organisation whose
services we use. Cookie identifiers and related information may constitute personal
data when linked to an account, device, IP address or other identifying information.

9.3 We use strictly necessary cookies without consent where essential to provide a
requested service, maintain security, authenticate accounts, determine login status,
remember essential settings or privacy choices, and enable important website
functions.

9.4 Where another legal exception applies—for example, for certain limited
statistical, appearance or functionality purposes—we provide clear information and
a simple, free means of objecting where required. Where no exception applies, we
obtain consent before placing or accessing analytics, advertising or other
non-essential cookies.

9.5 Where consent is requested, users may accept or reject non-essential cookies
and select categories through our Cookie Settings tool. Rejecting non-essential
cookies does not prevent access to core functions. Consent may be withdrawn or
preferences changed at any time through the tool.

9.6 We do not use learner account information or learner activity for targeted
advertising and do not knowingly place advertising or behavioural-marketing
cookies within authenticated learner areas of Learning Village, Islands, Community
Village or AssessEP.

9.7 Our Cookie Notice explains the cookies and similar technologies used, including
their provider, purpose, category and duration. It is available at [insert Cookie
Notice URL].

10. CHANGES TO THIS PRIVACY NOTICE

10.1 We review this Privacy Notice regularly and may update it to reflect changes in
our services, processing, providers, security arrangements or applicable law.

10.2 The current version will be published on our website and show its effective
date and version number. Previous versions are retained for our records and may
be requested using the contact details provided at Section 11.

10.3 Where a material change may affect how personal data is used or individual
rights, we will take reasonable steps to bring it to the attention of those affected
before it takes effect. This may include an email to relevant account holders, a
prominent notice on our website or platform, or direct communication with the
relevant institutional Data Controller.
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10.4 If we intend to use personal data for a new purpose, we will update our
privacy information and notify affected individuals or Data Controllers before
beginning that processing. Where consent is required, we will obtain fresh, specific
consent. Minor corrections, clarifications or contact updates may be published
without individual notification.

11. ABOUT US AND CONTACT DETAILS

11.1 Across Cultures Ltd is registered in England and Wales under company number
08332379. Our registered office and principal place of business is 11 Paprika Close,
Reading, RG6 5GT, United Kingdom.

11.2 Questions, requests or concerns about this Privacy Notice or our handling of
personal data should be sent to:

Caroline Scott

Data Protection Lead
Across Cultures Ltd
11 Paprika Close
Reading

RG6 5GT

United Kingdom

Email: info@axcultures.com
Telephone: +44 (0)118 335 0035
ICO registration: ZA250419

You may also use the contact form on our website.

Controller contact: Data Protection Lead: Caroline Scott, caroline@axcultures.com
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Appendix - Data flow diagram

Name, email, school, telephone, Download promotional
country held by Learning Village materials

Name, email, position, school, Across Cultures Guidance

Register for newsletter

country held on www.brevo.com newsletter

Details deleted automatically

after time specified in policy

(2 years currently)
Access Word Frequency
Tool
Unsubscribe ta all
marketingfrom the button at
Name, pasition, school, email, the bottom of the email
telephone, country, Australia .
timezone (if applicable) held by Demo boakdng
Learning Village

Name, email, school, telephone, Name, email, position, school held
on www.brevo.com

4————————  Webinar signup — Marketing emails

role held by Learning Village

Name, position, school, email, Callback request
telephone, country, Australia

timezone (if applicable) and a few

other bits held by Learning Village

l Register for Learning /
Village

\
Details redacted i
automatically after time I !
specified in policy (4 years i
currently) E
Enrol learner |
| |
Name, age, (if applicable) home / i
language, year, class held by +
Learning Village ) Ubsubscribe from all
Purchaselearning | .| peaqofvillage newsletter =~ ———» marketing at

Village membership www learningvillage.net

Invoice and contact details held on
Quickbooks
Name and email held on Across Cultures Guidance
www.brevo.com newsletter
Held on Google Sheets

Download promotional

materials Name, emall, position, school,
country held on www.brevo.com T
g Unsubscribe ta all
marketingfrom the button at
. the bottom of the email. Or
Register for newsletter from www.axcultures.com

Invoice and contact details held by

— &
Purchase resource www.axcultures.com

Marketing emails
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